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The case against a paradigm shift 
in the way we use data
A paradigm shift is a fundamental change in the basic concepts and practices of a discipline.  Thomas Kuhn, who intro-
duced the phrase in the context of scientific 
advances, contrasted it with normal science, 
which he defined as ‘scientific work carried out 
within the context of an existing theory’1.  So what 
might we mean by a paradigm shift in the way we 
access, analyse and protect data?
Dimensions of the data paradigm
The data paradigm can be divided into three 
 fundamental dimensions.  The first, and most 
important, is data capture.  It is now effortless to 
take measurements and collect data.  This is true 
across the board, whether it is a physicist’s hand-
held ruler being replaced by an electronic sensor, 
our movements across London being tracked 
through our Oyster cards, or sensors in an aircraft 
engine that measure hundreds of aspects of fuel 
consumption and vibration every second. 
This automatic, ongoing data capture has 
stimulated the second dimension in our para-
digm: the ability to analyse data as they arrive, in 
real time.  Obvious examples of this are fault 
detection in aircraft engines and fraud detection 
in credit card operations.  Real value is obtained 
by having a model to tell us when the data depart 
from the norm.  For example, although analysis of 
a massive database of customer actions can gen-
erate models of typical credit card fraud patterns, 
it is the ability to match those patterns to transac-
tions as they are made that creates the value.  It is 
no good having a highly accurate credit card 
fraud detection system that takes three months to 
make a decision on each transaction.
The third dimension is data storage capacity, 
which has increased enormously in recent 
decades, following Moore’s Law.  However, it is 
worth noting that although large datasets may be 
commonplace nowadays, they are certainly not 
new.  The 1910 UK census collected information 
on 10 questions from 32 million people.  Over 20 
years ago, Walmart collected data from some 7 
billion transactions a year.
These are basic changes, but I would not 
describe them as a paradigm shift.  They really 
represent continuing, albeit perhaps accelerating, 
trends.  There are also more subtle and challeng-
ing higher-level changes, such as the question of 
data ownership.  
A new focus on data ownership
Issues of data ownership are not new, but the 
advent of modern data capture technologies has 
made them more critical. 
Ownership of something is important because 
the owner has the right to decide what to do with it: 
how to use it, who they might permit to use it and, 
perhaps, whether to sell it.  Some data can legiti-
mately be regarded as ‘mine’ – my age and height, for 
example.  But perhaps other data items have shared 
ownership.  For example, I might share ownership 
of my salary details with my employer and owner-
ship of my tax records with the HMRC.  A school 
pupil might be regarded as sharing ownership of 
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•  Although there have been advancements in the 
three dimensions of the data paradigm – data 
capture, data analysis and data storage – these 
are incremental developments, not 
fundamental changes in practice. 
•  There is a sharper focus on data ownership, but 
ownership of information is not a new issue.
•  The advent of social media may have brought 
about a paradigm shift in our attitudes toward 
privacy, but this is a change in human behaviour 
rather than in the way we manage data.
•  Data have always had value, and although this 
may be increased by advances in the 
aggregation and re-purposing of data, it is not a 
new issue, and data are still subject to the old 
problems of selection bias and poor quality.
•  We are seeing dramatic and exciting 
changes, but they are building on earlier 
concepts and practices and do not constitute 
the type of fundamental change that defines 
a paradigm shift. 
SUMMARY
Some data can legitimately be regarded as ‘mine’ – 
my age and height, for example.  But perhaps other 
data items have shared ownership.
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their test results with their school.  Does that mean 
that the school should obtain the pupil’s permission 
before publishing analyses which include the data? 
Every time we make a credit card transaction, 
around 70 items of information are recorded.  As 
well as the value of the transaction, these include 
the nature of the good or service purchased, the 
currency, the location in which the transaction 
took place and the type of machine on which the 
transaction was carried out.  Who owns these data? 
It is our transaction, but it is the transaction that is 
being described, not us.  On the other hand, if we 
put all of an individual’s credit card transactions 
together and build a model of how they behave, 
surely we are now describing that person?  
Conversely, if a person’s age, which is certainly 
their data, is used in the calculation of the average 
age of the population, does this mean that the data 
about the age of the population partly belong to 
that person?  In general, is the agent who takes the 
measurement that creates the data its owner, or is 
the person being measured the owner?  
Aggregated data
Questions about the ownership of aggregated 
data can be even more subtle.  For example, in 
many situations, individual data and aggregate 
data interact.  In choosing medical interventions, 
in deciding whether a customer is a good risk, in 
accepting an applicant for a degree course, and in 
a host of other applications, choices are made by 
matching data describing the individual to data 
describing aggregate behaviour.  A million past 
records are used to build a model and a prediction 
for an individual is then obtained from that 
model, by matching the individual’s data against 
the model.  All of the issues described are old hat 
– they do not constitute a paradigm shift.  
The holders of some of the largest collections 
of data describing individuals are governments. 
In this context the term ‘administrative data’ is 
often used, although it applies more widely than 
just to data held by governments.  Indeed, the 
credit card transaction data mentioned above are 
administrative data in another context.  
In Government, administrative data include 
tax records, education records, records of local 
authority interactions, criminal justice records as 
well as other types.  In contrast to survey data, 
administrative data might be described as what 
people do, not what they say they do.  They are 
generally cheaper to collect than survey data.
Some modern data sources go even further in 
extracting detailed information from people.  The 
classic example is social media, where people often 
seem willing to divulge very personal information. 
This raises the question of whether our notions of 
privacy are changing.  And here, although this 
change might indeed constitute some sort of para-
digm shift, it is a change in human behaviour, not 
in data or the science or technology of data per se.  
Data have always had value
It is not straightforward to put a value on data, or 
even to identify precisely where that value lies. 
Unlike goods and services, data can be sold, or 
even lost or stolen, while still being kept. With 
data you really can have your cake and eat it! 
However, other forms of intellectual property, 
such as recorded music and written text, have the 
same sorts of issues, so this probably does not 
constitute a paradigm shift.  
One suggestion is that people should receive a 
small payment every time ‘their’ data are used. 
Perhaps when our data are used in a statistical 
analysis, for example to construct a credit score-
card, or build an epidemiological model of illness, 
we should be paid.  After all, internet companies 
such as Google and Facebook make enormous 
sums of money as a result of data freely given to 
them.  But again, this suggestion is hardly a para-
digm shift.  Credit scoring agencies spring to mind 
as a business model which creates (or extracts?) 
value from data.  Their customers are the people 
who buy (that is, pay for) credit reports about peo-
ple who want to borrow money, not the people 
seeking the loans (who give their data freely).
While such questions were less important prior 
to the advent of massive data capture and storage 
capabilities, that does not mean they did not exist. 
They certainly do not represent a paradigm shift.  
Re-purposing data
Data can be analysed again and again in many 
 different ways, without in any way using them up. 
This fact is one of the drivers behind the abun-
dance of start-ups based on the availability of 
large datasets, with many of them being based on 
re-purposing data – it may have been collected 
and analysed with one aim in mind, but then new 
uses are found.  There may be new discoveries 
within the data, or new discoveries when linking 
the data to other sets of data, or applied to differ-
ent problems.  This re-purposing is not exactly a 
paradigm shift, although it is a promising oppor-
tunity for social and economic advances.
The data capture revolution and the data stor-
age revolution are certainly posing new problems 
requiring the development of new analytic tools 
One suggestion is that people should receive a 
small payment every time ‘their’ data are used.  But 
this is hardly a paradigm shift.
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such as online, real-time analyses and software 
tools for parallel analysis of massive datasets. 
Once again, though, these issues lie very much 
within the existing paradigm – not a new one.  
Poor quality datasets are nothing new
Quality has always been a key issue in data analy-
sis.  Statisticians used to have a saying that 90% of 
the work lay in cleaning the data, with 10% devot-
ed to real analysis.  When I was training to be a 
statistician, one of the first things I was taught was 
to familiarise myself with the data, look for pecu-
liarities, sense-check it and so on.  Now that is 
perfectly feasible with a hundred or even a thou-
sand data points, but it is not feasible with a mil-
lion or a billion, nor is it feasible if the data are 
arriving every microsecond. The problems are 
not new, but they are certainly larger.
Although checks may be devised for every 
possible fault in the data that we know about, we 
cannot do so for every possible fault there might 
ever be.  This has always been the case, even if the 
size of the challenge has grown.  A particularly 
pernicious example of the data quality problem is 
that of selection bias.  I have had start-up compa-
nies excitedly tell me about their software produc-
ing results ‘based on analysing the entirety of the 
data’, which they assumed meant that it was not 
susceptible to sampling error.  However, the data 
they analysed was only about people who had 
already chosen to become customers and might be 
wildly misrepresentative of people the company 
wanted to recruit as customers in future.  
Faster is not different 
We can collect and analyse data more quickly 
than ever.  The changes are dramatic and exciting. 
But faster is not different.  Bigger is not a step 
change.  Data ownership questions are not new.
My overall conclusion is that we are not seeing 
a paradigm shift.  Advances in data technology do 
not require us to throw out the old, as a paradigm 
shift would; rather, they encourage us to build on 
and extend our existing approaches.  ☐ 
1 Kuhn D (1962) The Structure of Scientific 
Revolutions Chicago: University of Chicago Press.
An alternative approach to data 
governance
The longstanding EU approach to regula-ting private data has been based on an attempt to distinguish between personal 
and non-personal information.  In the UK, the 
Data Protection Act 1998, based on an EU direc-
tive, governs the processing of personal data.  It 
is focussed on the type of data collected, rather 
than the use to which it is put.  Personal data is 
defined in law as ‘data that relates to a living indi-
vidual who can be identified’, either by the data 
itself or by other information that is in the pos-
session of, or likely to come into the possession 
of, the data controller. 
This is not the most useful way to think about 
private data, for a number of reasons.  While 
data such as people’s names and addresses that 
identify them immediately can be removed or 
hidden, many other sorts of data that may come 
into the possession of the data controller will 
enable individuals to be identified. 
Moreover, which data individuals regard as 
 personal or private varies according to context. 
Informed consent is not a robust way of regulating 
the reuse or re-purposing of datasets.  It cannot be 
given for future uses of data that cannot be antici-
pated, or which data subjects cannot understand. 
Regulating datasets
It is a fundamental mistake to try to regulate by 
attempting to classify data as personal or non-per-
sonal.  It is more feasible to regulate the use of 
datasets, as the new EU Regulation on data pro-
tection seeks to do.  Regulation can be used to 
control who may (re)use data and how they may, 
and may not, use it.  This could be more effective 
in protecting individuals, while at the same time 
maximising the usefulness of the data to society. 
The big ethical and legislative question is how 
ethically robust data governance is to be secured. 
There are promising developments in ethi-
cally robust data governance, such as the ‘safe 
haven’ structures being used in the UK Biobank 
research programme and in the Scottish Health 
Informatics Project.  However, cases differ and 
data governance remains a major, unfinished, 
politically controversial issue.   ☐
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We can collect and analyse data more quickly 
than ever.  But faster is not different. 
